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WITNESS STATEMENT OF GCHQ WITNESS:

1 GCHQ WITNESS, Deputy Director in the Government Communications Headquarters

(GCHQ), Habble Road, Cheltenham Gloucestershire, GLS1 OEX, WILL SAY as follows:

1) Lam Deputy Director Mission Policy at GCHQ. In that role, 1 am responsible for

drawing up the operational policies that underpin GCHQ intelligence gathering,

activites and for ensuring that they are complied with. [ have been in this role since

5 January 2015, having previously served as Deputy to my predecessor, Ihave worked

for GCHQ in a variety of roles sirce 1997,

2) Tam authorised to make this witness statement on behalf of GCHQ and MIS The

contentsof this statement are within my own knowledge and are true Lo the bestof my.

Knowledge and belief, Where matters are not within my own Inowledge they are

based upon documentation made available to me and from discussions with others

within GCHQ and MIS.

3) I'make this statement in order to describe the different forms of directions that have

been made under section 94 cf the Telecommunications Act 1984 for the benefit of
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GCHO, as well as the processes by which such directions have been made and

communicatedto the CSP to which they relate

Background

4) Since 200%, a number of section 94 directions have been made by the Foreign Secretary:

of the day requiring CSPs to provide communications data to GCHQ. As the Tribunal

às aware, similar (but diferently worded) directions have been made by the Home

Secretary relating to the provision of communications data to MIS.

5) Between 2001 and 2016, a standard form of direction was used for the Foreign

Secroary’s section 9% directions referred to above (hereafter “the olf form of

direcion") À new formof direction("the new form of direction”)was frst usedon 14

October 2018

6) Redacted copies of she old form of direction, the new form of direction and the form of

ction that has beca used by the Home Secretaryare attached to this statementand

marked as, respectively, Exhibits 9, 10 and 11. Unredacted copies of these documents

have been disclosed to the Tribunal in CLOSED.

The role of senior GCHQ officials under the old and new forms of direction

7) Tk will be seen that, as a result of the way in which paragraph 1 of she old form of

direction was drafted, the requirement oa the CSP to provide communications data

under the direction was only triggered when, following the making of the direction, a

request was made either by the Director of GCHQ or by somecne authorised by him to.

make such requests, The new form of direction is drafted in the same way, Both are ia

contrast to the Home Office direction, where the cement to provido

communications data arises directly from the direction.

8) Lunderstand that this element of the draftingof the CCHQ directions reflects the fact

that the CSPs in question have always dealt with a very limited number of individuals

within GCHQ; similarly the number of individuals within the CSPs aware of the

relationship with GCHQ has always bon very limited. When these directions were

first drafted, the view was taken that, because the CSPs had an existing working

relationship with these individus, it would be preferable for the section 94 directions

tobe triggered by a request from one of them.

9) Since 2001, it has been the practicefor the provision of data under section 94 directions

to be triggered initially by a request from the Director cf GCHQ, but for any

subsequent changes to the precise data to be provided under the direction to be

communicated by one of a very small number of senior GCHQ officials nominated by

the Director as points of contact and notified to the CSP as buing authorised for this

purpose (the practice of altering the data to be provided during the currency of a

direction has now ceased - see further below) These senior GCHQ officials also
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‘communicated with each CSP on a six-monthly basis to confirm that the direction was

stil in place and that the data provided under it was still required. These inal

requests, and subsequent changes, were always made immediately following the

making of the directionby the Foreign Secretary, or his authorising a variation in the

dat to be provided under a direction.

10) As will be apparent, the part that the senior points of contact play in this process has

always been a purely formal one. Their role is important, because they are usually the

only poople at GCHO with whom the CSPs have any contact. But in the context of

section94 directions they act simply as a conduit They have no discretion, either as to

whetheror not to make a request under the direction, or as to when to do so, or as to

the categories of data that are to be provided - in practice all those matters are and.

always have been determined by the Foreign Secretary.

“The data specified on the old form of direction

11) As willbe seen from the unredacted text in the second half of paragraph 1 of the old

form cf direction, the direction required the CSP to provide both communscations deta

and data conceming the topology ard configuration of the CSPs public

telecommanications system, There is then a redacted passage which gave more detail

of the generic categories of data sought.

12) CSPs have only ever been asked to provide communications data in respect of

particular datasets relating to GCHQ's intelligence requirements. Those datasets were

not specifedon the old form ofdirection. However:

3) The datasetsto be provided were soutinelyset out in the submissionto the

Foreign Secretary that invited the making of the direction, and then

communicated to the CSP in correspondenceafter the direction was made.

b) The CSPs would in fact have been aware of which datasets were needed from

previous discussions with thes relevant senior official

6) In the event that GCHQ wished to change those datasets during the currencyof

the direction, the Foreign Socretary’s approval had to be sought and obtained

‘beforea notification was sent to the CSP.

J) For the avoidance of doubt, no ‘selection’ or ‘alteration’ of the data to be

provided pursuant to section 94 directions has ever been made unilaterally by

the Director of GCHQ or any other offical, This has always beena matterfor the

Foreign Secretary.

“The 2016 IOCCO Review of 2.94 directions

13) In 2016, Str Stanley Burnton conducted a review of section 94 directions. He published:

a Repost in July 2026, Paragraphs 842 to 844 of the Report read as follows:

“842. The form and content of the actual section 94 directions issued for bulk

communications databy the Security Service and GCHQ differed in the following

ways:
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Service section M directions(given by the Home Secretary) were:

o highly detailed and contained specific information about the data

sought, other by description or the technical naming ofthe data; ard

© stated that any amendment to an exieting data rogutrement required à

nes section 94 direction to be given by the Secretary of State to

‘supersede the existing section94 direction.

+ GCHQ secon94 directions (givenby she Foreign Secretary)

o were very broad and provided a general description of

communications data which was far sider than the requirement

actually mado ofthe PECN; and

& the supporting documentation accompanying the section94 direction

then gave the specific details of the actual dto sought including ether

by description andox by the technical naming of the data;

othe supporting documentation containing the speciic data

requirements has from time to timo been modified to amenda data

sguirement (Lo. to exerd orto cease certain data). Esch modification

has been subsrtted to the Foreign Secretary for authorisation, but the

section 94 directions themselveshave not been amended oz reissued

843 There is no doubt that the lack of a codified process in or under the
Telecommunicaticrs Act 1584 relating to the application process and to the form and

content ofa section94 direction for bulk communications data has led to these two

different processes.

B44 Section 94 of the Telecormmunications Act 1984 enables the Secretary of State

to give a direction ofa “general character” In our view any legal requirement given
to 2 PECK for bulk communications data should indicate the specific communications
data thatis required to be disclosed. It is unsatisfactory to have a directionwhich
provides a general description that s broader than the communications data chat the
PECN is actually being required to disclose Furthermore the fact thata new section
94 direction has not been given each time a data requusement has been modified made
the process more disjointed and difficult to audit.”

14) At paragraph 8.45 of his Report, Sir Stanley made a recommendation, in the following.

“Recommendation 3: All section 94 directions for bulk communications data should
indicatethe speciic communicitions data that is required to be disclosed by the
PECN. When a requirement is amended (Le. modified) a new direction should be
given”

‘The new form of direction

15) GCHQ was quite happy to accept the recommendation set out above. it was

recognised that this would involve adopting a new standard form of direction and re-

fsouing all extant directions using that form, This step was not, however, taken

immediately That was because very shortly after the publication of Sir Stanley's
Report, this Tribunal commenced hearings of the legal challenge to the section 94
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regime that was one component ofthe present litigation. A decision was taken that,

because the Tribunal's ruling might lead to farther changes being made to the section

94 direction (ct might being an end to the directions altogether), the proposed changes

to the form of direction would be implemented afte the Tribunal had given judgment

on the legal challenge.

16) The Tribunal judgment on the legality ofthe section 94 regime was made avastable to

the parties on 11 October 2016 (and was formally handed down and published on 17

October 2016). In the cvunt, the judgment did not require any further changes to the

standard form of direction. The extant section $4 directions were therefore reissued

‘using the new form of direction on 14 October 2016.

17) I would add that an additional reason for zo-issuing the directions was to allay any

concerns that existing directions were void and/or had no prospective effect esa result

of the Tribunals finding that the section 94 regime was not in accordance with the

law prior to avowal in November 2015, We did not consider that there would be any

‘merit in any argument to that effect, but the new directions put the position going

forward beyond doubt. Tum aware that the Home Office section 94 directions were

reissuedat this time for this reason.

18) It will be seen that the now form of direction retains (at paragraph 2) the mechanism

{or the direction to be triggered by a request from a senior official. That aspect of the

procedure remains precisely us described above. As before, the role of the senior

official is a purcly formal one in passing on a direction thathas already been made by

the Secretaryof State.

19) The new form of direction differs from the old form of direction in two important

respects.

20) First, the generic categories of communications data that were specifisd under

‘paragraph 1 on theold form of order are described in more detail below paragraph 2 of

the new form of order

21) Second, the details of the precise dataset(s) to be provided are specified cn the face of

the direction, rather than (es previously) only being identified in accompanying

correspondence. Where they exist, the direction specifies cover name(s) with which

Le CSPs are fazaliss for one os more particular datesex(9,

22) Lean confirm that following Sir Stanley Burnton's recommendation referred to above,

any modification to these details would be made by issuing a fresh direction.

Statementof Truth
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believe that the facts stated inthis witness statement are tue.

GEO. rs

Dated [6 Que Le(F
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EXHIBIT GCHQ 9



OFFICIAL

Directionsto (Name of CSP] under section 94(1) of the TelecommunicationsAct 1984

Aer consultation with you, and in pursuance of section94(1) of the Telecommuntestions

Act 1984, Thereby give toyou the following directions, being directions which appearto

meto be requisite or expedient to protect the United Kingdom from terrorist threatia the

interests of national secury:

1, [Name of CSP] shall, if requested to do so by th Government Communications

Headquarters (GCHQ), acting through the Director of GCHQ or any person

authorised by him to make such requests andpreviously notifiedto (Name of CSP]
as beingso authorised, providoto GCHQ as requesteddata generatedby er avaiable

[Neme of CSP] and asscciated with communications being or that have beca

conveyedby means ofa Public Telecontrunication System (PTS) and deta concerning,

the topologyand configuretion of[Nameof CSPY' PTS. The data provided willrelete

to-

[Categories of communications data]

1 am of the opinion that disclosure ofthese directions is against the interests of

ational security

3. believethat this direction is necessary n theinterests of national security and tt he

conduet directed is proporticuate to what is sought to be achievedby that condoe,in

particular having regard to the arrangements currently m place for mecting the

requirements of section 4(2\(1) ofthe Intelligence Services Act 1954

OFFICIAL
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OFFICIAL

DIRECTION UNDER SECTION 94(1), TELECOMMUNICATIONS ACT 1984 AS

AMENDED BY SCHEDULE 17, COMMUNICATIONS ACT 2003

[NAMEOF CSP]

1... In pursuance of section 94(1) of tho TelecommunicatonsAct 1884 and folowing
censutationwth (Nama of CSP}, [hereby guato [Namo of CSP] te folawing direction,
beinga direction which appears to me to be necessary in the interests cf naticral security. -

2. [Namo of CSP] shal, 1 roguestodto de so by the Government Communications

Heasquarters (GCHO), acting through the Director of GCHQ or any persor authorised by
him te make such requests and previously netfied to [Name of CSP] as being se authorisod,

provide to GCHQ communications data (as defined in sections 24(4)0) and (b) of Chapter
of Pat | of tho Roguistion of Investigatory Powers Act 2000) generated by or avatabe to
[Name of CSP] in connection wth ts normal business operations and associated wi

‘communications being, or tat have been, conveyed by means of a Pubie
Telscommunicaten System (PTS) The spectied categories of communications data relato
te

[Categories ef communications data]

Tho deta wil includo but aro net limites to.

[Nature of he data}

These categories of d

as

required In respect ot the communications data which Is known

{Cover na (s) of communications data sel(e)]

3. In addition tothe communications data described above [Nama of CSPJis alse

required to provide GCHQ wth data cenceming tha topolagy and configuration of [Name of
csPys PTS,

4 A beseva that this direcion lo necessary in the interests cf national coeur and that

‘te conduct Grected is propartonate to what & soughtto bo achlevad by that conduc in
Farias hang regard to the arangements eurent in pace or moot tha requremarta
tf ion (2) eo Integence ServicosAct 109. {wil ecotvo from GCHO at sk
monthly Interns a summary ef the use made ofthe data in créer hat | may sat mite
thatthe acquition of & contnues to be necessary Inthe introut of aera sactray and
proporionato lo what spote achiev.

5. Forihe purposes ct section 94(4) ofthe TelecommunleasonsAct 1684, | am of the
pinion that dsclesuro of these directions is agains the Interest of national soeur.

One cf Hor Majesty's Principal Secretaries of State

Date: a
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DIRECTION UNDER SECTION 94(1), TELECOMMUNICATIONS ACT 1984 AS

AMENDED BY SCHEDULE 17, COMMUNICATIONS ACT 2003

IREDACTION]

‘Afior consultation wth you, and In pursuance of ection 94(1) of the Telecoramunicatiens Act 1084,
{hereby ho to you the folcaira directions, being directions which appearto me te ba nncessary

in ho intocosts of national sou.

1. (CSP) shall prove to sho Securty Service communications data faling within the defivton

in Part Chap ll Section 21(4)(a) and (+) of the Regulation of Invostigatory Powors Act

(2000) generated by ar avaitabe to (CSP) in connection with ts normal business eperations
and associatedwth all communications convayed by means ef a publ

telocommunicazons system (PTS? on or after tha date of this Direction Tha data

provided wil relate to» [REDACTION]

2, I bellave shat the conduct quites by tis direction la proportionate to what is sought to be

achieved by that conduct. | wel receive from the Securty Serdco at sk monthly Intorvets a

summary of tho use mace ofthe data in order that | may satisfy my that thelr acquistlon
at itcontnues to be necessary in bis interests cf rational securty and propertonate to what

1 seeks to achiavo

3 Fort purposes cf sector 84(4) of he Telacommunications Act 1984, lam of tno eplaion

that disclosure ofthis direction is against the interests of rational socuriy,

[REDACTION]

SECRETARY OF STATE

[REDACTION]


